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Quick hints for Multi Factor Authentication access to the State/Federal 3-186A Database:   
 
We hope you will find accessing the State/Federal 3-186A database using Multi Factor Authentication 
through Login.gov extremely straight-forward.    
 
Below these Quick Hints, you will find the reason for this required change, as well as detailed step by step 
procedures for how to use the Multi Factor Authentication whether you already have an account on the 3-
186A database, or if you are new to falconry and the 3-186A database.   
 
You may wish to refer to the detailed guide before you try to use Login.gov, or if you have any difficulties 
with this conversion to Multi Factor Authentication.    
 
NOTE: To proceed with Multi Factor Authentication through Login.gov, you must have a working email 
address that you can access, your existing 3-186A account login-ID (if you already have an account), OR 
your User ID/Authorized Code (if you are new to the database) which has been provided to you by your 
State Falconry Administrator.   
 
Refer to the categories listed below for Quick Hints; are you an existing falconer, or, a new 
falconer/falconer who has not activated their account?  See below.   
 
Quick Hints: How do existing falconers create an account in Login.gov website to access the 
State/Federal 3-186a Falconry Website? 
  
Existing Falconers can transition to the Login.gov MFA process in just a few minutes: 

1. Go to the State/Federal 3-186a Falconry Database Website and click “Login” as you have done 
before.   You will then enter your User ID/Authorized Code.   

2. Falconers will be re-routed to Login.gov where they will create a new account using their 
existing email address. 

3. A validation Email will be sent to your email address with a link to authenticate the Email, 
create a new password, and select a preferred MFA method (We recommend text to your personal 
phone as the easiest method, however Login.gov lists other ways your 3-186A account can be 
authenticated.) 

4. When finished, the falconer will be automatically directed back to the State/Federal 3-186a 
Falconry Database where they may enter their original Login ID and Password used to login to the 
non-MFA database and click “Convert”. 

5. Future logins to the 3-186A database will use your email and password established in Step 3 
above.   Write down, or otherwise store your password for future use.   If you lose your password, 
you will need to click the icon ‘Lost your password?’ to create a new password for access to your 
account.  
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Quick Hints: New falconers or existing falconers who want to activate their State/Federal 3-186a 
Falconry Database account will need their User ID/Account Code that was provided to them by their State 
Falconry Administrator.  They will follow similar steps.    
 
New falconers or existing falconers needing to activate their account can transition to the 
Login.gov MFA process in just a few minutes: 

1. Go to the State/Federal 3-186a Falconry Database Website and Click “Activate New Account.” 
You will then enter your User ID/Authorized Code.   

2. New Falconers will be re-routed to Login.gov where they will create a new account using their 
existing email address. 

3. A validation email will be sent to your email address with a link to authenticate the Email, create 
a new password, and select a preferred MFA method (We recommend ‘text to your personal 
phone’ as the easiest method, however Login.gov lists other ways your 3-186A account can be 
authenticated.) 
 

4. When finished, the falconer will be automatically directed back to the State/Federal 3-186a 
Falconry Database.  
 
5. Future logins to the 3-186A database will use your email and password established in Step 3 
above.   Write down, or otherwise store your password for future use.   If you lose your password, 
you will need to click the icon ‘Lost your password?’ to create a new password for access to your 
account 
 
 
Finally, users who have made the conversion to Login.gov, will only need to go to the State/Federal 
3-186A Database website as they normally would for future entries; click ‘login’ on the 
State/Federal 3-186A database, and you will be directed to Login.gov to enter email and password.  
After authentication, the Falconer will be automatically redirected back to the State/Federal 3-186A 
Database.    

  

Please refer to the step-by-step instructions 
starting on the following page should you need 

more information.  
 

If you have questions, please contact your State 
Falconry Administrator.   
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Step by Step Instructions: Multi Factor Authentication for the 

State/Federal 3-186A Database User Guide 
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Multi Factor Authentication (MFA) for 
Federal Falconry Application 

User Guide 
  

 
The U.S. Department of Interior has required the U.S. Fish and Wildlife Service 
(USFWS) to convert all databases to use Multi-Factor Authentication (MFA).  The 
USFWS has worked with the State Falconry Administrators to enact this upcoming 
change by August 2024. 
 
This User Guide will help State permitted/Licensed Falconers use Login.gov to 
access the State/Federal 3-186A Database.   
 
What is Login.gov? Login.gov is a required portal for all federal electronic 
services where a login is required.  You may already be familiar with Login.gov if 
you have other electronic federal government services, such as Social Security, 
Veterans Administration, or even other USFWS permits.    
 
Why Multi Factor Authentication? The US Fish and Wildlife Service is 
responding to a mandate established by the U.S. Federal Government to increase 
protection of federal computer databases and applications. Prior to accessing any 
U.S. Federal Government computer resources, such as federal wildlife permits, 
databases, and in this instance, the State/Federal 3-186A database, all logins by 
permitted users must be verified and authenticated by the US. Federal Government 
MFA service, Login.gov. 
  
When you use Multi Factor Authentication, Login.gov uses your email address to 
send you a code that you must subsequently enter to verify your identity as part of 
logging in to the State/Federal 3-186A Falconry Database.  You must have a 
working email address for this process to work, and to access the that email 
address, as well as the database.     
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Prerequisites: To be verified to use the Federal 3-186A database, falconers must 
have a valid permit/license issued by their State Wildlife Agency.  Falconers must 
also have a valid and working electronic mail (Email) address they can log onto 
during the process of accessing the State/Federal 3-186A database with MFA 
requirements. Email addresses may be from any provider; including your business 
or company, state (e.g. university email address), or private entity including but 
not limited to Google (gmail), Yahoo, X.com (formerly twitter.com), paypal.com, 
facebook.com, etc.  
 
Please contact your State Falconry Administrator if you have questions about valid 
email addresses.   
 
Falconers will need their Login ID (User ID) they use to log on to the State/Federal 
3-186A Falconry site.  Please contact your State/Territory Falconry Administrator if 
you do not know your User ID.   
 
If you are a new falconer, your State/Territory Falconry Administrator will provide 
you with a one-time “Authorized code” that you will need to activate your new 
State/Federal 3-186A Falconry Database account.  If you do not remember your 
current Login ID or Authorized code, please contact your State/Territory 
Administrator. The Authorized code, or your Login ID, is required to connect your 
new Login.gov Email with your State/Federal 3-186A Falconry Profile data.  
 
How to initially create an account in Login.gov website to access the 
current Federal Falconry Website? 
 
As a licensed/permitted falconer, you will find yourself in one of three categories 
defined below.  If you have already logged onto the Falconry Database using 
Login.gov, and have questions or issues, please see Category C, listed below.    
 
Category A: NEW LOGIN.GOV USERS who already have an existing 3-186A 
account.  
 
*You possess an account with a valid Login ID/User ID & Password to access the 
State/Federal 3-186A Falconry Database.  (Note: you may or may not have data 
within your Falconry Database account, but you do have an account with the 
State/Federal 3-186A Database.)     
 
And,  
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*You have never logged into the State/Federal 3-186A database using Login.gov. 
 
Note; the new Login.gov account will displace your current legacy Login ID/User ID 
which is being used in the State/Federal 3-186A Database.    
 
Please use section A. FOR NEW LOGIN.GOV USERS.  See pages 8-18 below.  
 
 
 
 
Category B: First time falconry LOGIN.GOV USERS, and Falconers who 
have not activated their 3-186A account.  
 
*You are an Apprentice falconer, or your State/Territory Falconry Administrator has 
assigned you a new profile on the State/Federal 3-186A database.   
 
And/or,  
 
*You have a falconry permit/license, your State/Territory Falconry Administrator 
has assigned you an “Authorized code,” but you have not “activated” your new 
account to access State/Federal 3-186A Falconry Database, and you have no data 
on the database.  
 
And,  
 
*You do not have a Login.gov account associated with falconry. 
 
First time Falconry Database users will use the “Authorized code” assigned to you 
by your State Falconry Administrator to activate your new Falconry account.   
 
Please note; the newly created Email login account for Login.gov will be your new 
Falconry Login ID/User ID. 
 
Please use section “B. ACTIVATE YOUR NEW ACCOUNT.”  See pages 32-34 
below 
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Category C: EXISTING Falconry Database LOGIN.GOV USERS who are 
already using MFA through Login.gov 
 
*You have created an Email Login ID and Password with MFA/Login.gov for the 
State/Federal 3-186A database. 
 
*Your current Federal Falconry Login ID/User ID had been converted to the current 
MFA/Login.gov Email Login ID. 
 
Please use section C. DAILY LOGIN.  See pages 34-36 below. 
 
 
 
If you are not in 1 of the 3 categories [A, B, C] outlined above, please contact your 
State/Territory Administrator(s). 
 

_________________________________________________________ 

 

Detailed information: How to first login to the MFA/Service provider 
Login.gov. 

 
Before you sign in, be sure that you have a current and valid email address.   
 
Go to the State/Federal 3-186A Falconry Database website:   
 

https://epermits.fws.gov/falcP 
 
See below for your category (A, B, or C).   
  
For Category A, use instruction set A. FOR First time Falconry Login.gov 
users. 
 
For Category B, use instruction set B. FOR NEWLY REGISTERED USERS WITH 
‘AUTHORIZED CODE’. 
 
For Category C, use instruction set C. DAILY LOGIN. 
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A. First time LOGIN.GOV for the 3-186A database. 

 
You will only need to do the steps below once for the State/Federal 3-186A 
Database.  This is required by Login.gov.   

  

This section applies to those who have never had access to the State/Federal 3-
186A Falconry Database through Login.gov.  Once successfully authenticated, the 
State/Federal 3-186A Falconry Database will use the email address accepted by 
Login.gov to replace existing Login ID/User ID in the current Falconry Profile table.    
 
If you have multiple email addresses, you will NEED to remember which email 
address you used to sign in through Login.gov.  We recommend you write it down, 
or otherwise store it with your falconry files.    

 
Before signing in, you will need; a) your State/Federal 3-186A Falconry Database 
Login ID/User ID, b) your existing password, and c) your email address and access 
to your email account.    
 
Go to: https://epermits.fws.gov/falcP 
 
 

1.  Click “Login” button from the State/Federal 3-186A Falconry Database 
default page as shown the image below: 
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2. The following Login.gov web page appears: 
 

 
 
3. Next, click “Create an account” as shown above. 
 
4. Follow the “RED ARROWS” from top-down to complete filling out the form as 
shown on the image below, then click “Submit” button located at the bottom of the 
page when done. 
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5. Login.gov displays the following notification: 
 

 
 

6. Log on to your Email Inbox and look for a notification message like the following 
image. You may need to check your ‘spam’ or ‘junk email’ file.   
 
Then click to open the message as shown on the image below: 
 

 
Notification item listed in your Email inbox. 

 
7.  Within Login.gov, click “Confirm email address” button as shown on the image 
below. This signals Login.gov that your email address is legitimate. 
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8. You will then be automatically returned to the Login.gov website where 
Login.gov then displays the confirmation message shown:  
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9. Complete the above to create your password, then click “Continue” as shown on 
image above. Write down, or otherwise store your password for future 
use.  
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10. Select your 2nd authentication method as illustrated below.  If you chose 
‘Backup Codes’ as your 2nd authentication method, please review and follow the 
additional illustrations below.  
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12. Click “Agree and Continue” as shown on image below: 
 

 
 
13. After clicking ‘Agree and Continue, Login.gov will authenticate and redirect you 
back to the State/Federal 3-186A Falconry Database.  The next screen will 
automatically be displayed (MFA/Registration) as shown on the following image. 
You will now be asked to convert your falconry Login ID/User ID and password to 
the newly created MFA/Login.gov email account.  
 
You will type in your existing legacy Login ID/User ID and password.  Click 
“Convert” button as shown below.  
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14. Next, after conversion is completed, a message will be displayed at the top of 
the page. Click “Home” button to access the database for data entry, or other 
Falconry Database needs.  
 
See images below. 
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15. Note; this conversion is a 1-time process.  
 
The next time you want to access your database account, you will use your email 
and password to access the State/Federal 3-186A Falconry Database.  (see 
Category C; Daily login). 
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B. Activate new account.   This section is for falconers who have not 
activated a profile on the State/Federal 3-186A Database.   

 

The steps outlined below applies only to falconers who are new to the 
State/Federal 3-186A Falconry Database and were issued an “Authorized Code” by 
their State Falconry Administrator.  This code will be used to activate your new 
account on the Falconry Application as outlined below: 

Before you start, you must have a working email address, access to your email 
account, and your authorized code.   

Go to: https://epermits.fws.gov/falcP 
 

1. From the home page of the State/Federal 3-186A Falconry Database website, 
click the “Activate new account” button. See image below: 

 

 
 

2. Next, enter your “Authorized code” which was provided to you by your 
State/Territory Falconry Administrator, and click “Submit” button as shown on the 
following image: 
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3. Verify your Profile and click “Next” as shown on the following image: 
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4. Click the “Next” button, step 5 above.  The following Login.gov web page 
appears: 
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5. Click “Create an account” as shown on the above image. 
 
6. Login.gov will allow you to enter your login information.  Make sure you scroll 
down to the bottom of the page if you are using a mobile device. 
 

 
7. Click “Submit” when your information has been correctly entered. 
 
8. Login.gov will take you to the following page. 
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9. Log on to your email address, and look for a message with title “Login.gov” as 
shown on the following image (check your ‘spam’ or ‘junk email files,’ if necessary): 
 

 
Message header sent by Login.gov. 

 
10. Click to open the Login.gov notification message. Then click “Confirm email 
address” as shown on the following image: 
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11. Login.gov presents the email confirmation as shown on the following image: 
 

 
 
12. Complete the form to create your password as shown above and click 
“Continue.”  Write down, or otherwise safely store your password.   
 
 
 



Page 27 of 36 
 

13. Select the authentication method as shown on the next image.   
 

 
 
14. Click “Continue” as shown on the above image 
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15.  Click agree and continue.   
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16. You are now being redirected back to the State/Federal 3-186A Falconry 
Database as shown on the following image. Login.gov successfully authenticated 
your email account. 
 

 
 
 
17.  Follow steps outlined on the above image. At this point, the State/Federal 3-
186A Falconry Database asks you to replace the Authorized code with the newly 
created account on the Login.gov website.  
 
Because you are new user, you do not have a password from the old log-in 
method.  Click the “Convert” button to complete. 
 
18. After conversion is completed, you will see the image displayed below: 
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19. Follow steps outlined by the red arrows # 3 & # 4 above to complete the 
account activation. You will land on the Federal Falconry Home page and may 
begin to enter your falconry data.   
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20. Note; this conversion is a 1-time process.   

  
The next time you want to access your database account, you will use 
your email and password to access the State/Federal 3-186A Falconry 
Database.  (see Category C; Daily login).  
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C. DAILY LOGIN. 
 
If you have already used Login.gov to access the State/Federal 3-186A Falconry 
Database, it is easy to get back into the website for any future visit.    
 
 Go to:  
 
https://epermits.fws.gov/falcP   
 
 
 
1. Click “Login” button as shown on the image below: 
 

 
 
2. Fill out your email and password on the login-form.  (See below) 
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3. Login.gov authenticates your email and password.  It will redirect you back to 
the State/Federal 3-186A Falconry Database website, so you can enter data, or 
check your account.  
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IMPORTANT: In all Categories, if a user should miss a step, or somehow fail the 
MFA/Login.gov authentication, they will be sent to the following web page: 
 
 

 
 

If this happens, you will need to retype your email address and password.   If you 
have forgotten your password, you will have to create a new password using the 
section on the page: (Forgot your password?).   You will be prompted to create a 
new password for your account.   
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If you continue to have problems signing on, please contact your State Falconry 
Administer for assistance.   
 

 
 

END OF MFA User’s Guide 


